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The Essentials

Secure your Network

Register at https://support.fortinet.com for the latest threat protection updates.

Fortinet Documents Library

For getting started documentation, admin guides, up-to-date hardware
manuals and reference resources, visit https://docs.fortinet.com/

FortiGate Cloud

Experience simplified cloud provisioning, security analytics, remote access,
hosted log retention and reporting at https://fortigate.forticloud.com

Quick Start Guide Online

Please refer to the online version for the most current and up-to-date
information about your device at https://docs.fortinet.com/document/
fortigate/hardware/fortigate-rugged-60g-m12-gsg

You may also scan the QR code below.



https://docs.fortinet.com/
https://support.fortinet.com
https://docs.fortinet.com/document/fortigate/hardware/fortigate-rugged-60g-m12-qsg
https://docs.fortinet.com/document/fortigate/hardware/fortigate-rugged-60g-m12-qsg
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Package Contents

FortiGate Rugged 60G-M12

FGR-60G-M12

©

1x FGR-60G-M12

1x M12 (X-coded) to RJ45 Ethernet Cable 2x Wall Mount Ear Brackets
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4x Rubber Feet 6x Flathead CSK Screw M3x8 Screws
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Power Installation

Warnings

« The redundant DC inputs support negative ground (+12V to +125V DC)
and positive ground (-12V to -125V DC), 1.67A Max.

« With the optional failover redundancy, if the primary DC input fails, the
secondary DC input will supply power.

« DC1+ and DC2+ are the higher voltage potential pins and DC1- and
DC2- are the lower voltage potential pins.

» Do not connect the DC+ terminal to a lower voltage potential than the
DC- terminal.

e The voltage between DC+ and DC- must be +12V to +125V DC.
e The DC wire gauge maximum is 16 AWG; the minimum is 22 AWG.

« Consult a professional electrician to install the device and determine a
suitable wire gauge and length.

« The M12 DC power connector does not support hot plugging.

M12 DC Power Connector (M12 (K-coded))

Connect a M12 DC Power Cable between the DC power source, and the M12
DC1 DC2 connector on the back of the device. Voltage range 12V to 125V.

M12 DC power connector Pin Out

12125V === D
DC1- 14 DC2-
DC1+ 2 3 DC2+

Grounding

Optional but recommended, connect earth ground using the lug plate or
grounding screw.
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Dimensions (with wall mount bracket)

NOTE: Drawings are for dimensional purposes only. Refer to the following
pages for connector details.

Width 216 mm (8.5 in)

Height
42.7 mm
(1.68in)

Length
157.5 mm
(6.21in)
18 mm Fi:RTINET A
(7,' |n) _ *- I S _wa_ e SR L

o L0 L

Desktop Mount

Attach the rubber feet and place the device on a flat, clean and stable
surface. Make sure there is at least 38 mm (1.5 in) of clearance for adequate
airflow.

38 mm (1.5 in) .
38 mm (1.5 in)

38 mm (1.5 in) 38 mm (1.5 in)
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Setup

FortiGate Cloud

Login to https://fortigate.forticloud.com using your Fortinet Credentials, then
click Add FortiGate and enter the Cloudkey.

M12 (X-coded) to RJ-45
Ethernet Cable

-

Internet

https://792.168.1.99
Sername: admin

o PaSSWOrd
M12 (X-coded) to RJ-45

Ethernet Cable

If Static IP: 192.168.1.1/24

@ Connect Port 1to an Ethernet port using the provided M12 Ethernet cable.

@ Open a browser to https://192.168.1.99

M12 (X-coded) to RJ45 Pin Out
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Speed (default): 9600

Data bits: 8

M12 (X-coded) to RJ45 Console Cable Stop bits: 1
(available to purchase) v Parity: None
Flow Control: None

Console/Serial

i

Management Computer

@ Connect an M12 console cable (available for purchase) to the Console/
Serial port.

@ Open a Terminal app using 9600-8-N-1

Console only connections require a standard M12 (X-coded) to RJ45 cable.
For both console and serial connections you need a customized M12
(X-coded) to RJ45 cable based on this pin-out.

C-GND 8 1 S-TX
C-GND 7 ah 9 S-RX

S-GND 6 \%|o/ 3 C-TX

SSGND 5 4 C-RX

Default Login
https://192.168.1.99
Username: admin
Password: leave blank

BIOS Options

The default CPU speed is set to high performance mode. Low power mode
can be set in the BIOS options. See the Admin Guide for more information at
https://docs.fortinet.com
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Front FGR-60G-M12

ERTINET _
FortiGate Rugged 60G-M12 I
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ACT— 1 — SPD ACT— 2 — SPD  ACT— 3 — SPD ACT— 4 — SPD ACT —WAN1 — spD ACT —WAN2—spp  SFP1/SFP2
@ system Status LEDs
STA BYP

® 0Off: Device is off Bypass Ports 1 and 2 only; bypass

® Green: Operating normally disabled by default

@ Flashing Green: Reset window ® Green: Bypass off

@® Red: Bypass on

ALM DC1 and DC2

® Red: Major alarm detected ® Green: Power detected
Minor alarm detected @ Red: Alarm is on, no power detected

@ Off: No alarm detected @ Off: No power detected

HA
® Green: HA enabled (normal) PWR
@® Red: HA enabled (failover) ® Green: Power detected
® Off: HA disabled [ Off: Power not detected

@ 1GE Ports 1to 4 WAN1 WAN2 (DHCP/ZTP) (M12)

Activity/Link (Left LED) Speed (Right LED)
® Green: Link Established ® Green: Connected at 1 Gbps
® Flashing Green: Data activity Connected at 100Mbps
® Off: No link established @ Off: 10 Mbps or not connected

© 1GE SFP1and SFP2 Ports (SFP)

SFP LED Link/ACT
® Green: Link established
@ Flashing Green: Data activity
® Off: No link established
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Rear FGR-60G-M12
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@ Removable cover (closed while device is operating)
@ Reset Button

© Ssigned Firmware LED and Switch BIOS Security Level
See Admin Guide at https://docs.fortinet.com.

® High: Interim image will be blocked (default)
@ Low: Interim image will be allowed

Micro SD Slot

USB 2.0 (USB-A)

®@ 6 0

M12 Console/Serial Port

CLI Management Computer Connection

@ M12 Alarm Inputs (IN1and IN2) M12 Alarm Outputs (OUT1 and OUT2)

® Green: Alarm defined ® Green: Alarm defined
@ Red: Alarm detected {3} Flashing Red: Major alarm detected
® Off: Alarm not defined ® Red: Minor alarm detected

® Off: Alarm not defined
M12 5-pin A-code Alarm Pin Out

CoM , NC
NO
REF 2 N+

@ M12 Power Connector
Voltage range 12V to 125V DC.
Alarm disabled by default
® Green: Power detected
@ Red: Alarm is on; no power detected
@ Off: No power detected
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Cautions and Warnings

Environmental specifications

Ambient operating temperature: -40°C to 75°C

Refer to specific Product Model Data Sheet for Environmental Specifications (Operating Temperature, Storage Temperature, Humidity, and
Altitude).

Référez & la Fiche Technique de ce produit pour les caractéristiques environnementales (Température de fonctionnement, température de
stockage, humidité et altitude).

Safety

Warning: Equipment intended for installation in Restricted Access Location.
Avertissement: Le matériel est congu pour étre installé dans un endroit ol l'accés est restreint.

A skilled person must install the equipment.
L'équipement doit étre installé par une personne qualifiée.

Warning: A readily accessible disconnect device shall be incorporated in the building installation wiring.
Avertissement: Un dispositif de déconnexion facilement accessible doit étre incorporé dans l'installation électrique du batiment.

Battery - Risk of explosion if the battery is replaced by an incorrect type. Do not dispose of batteries in a fire. They may explode. Dispose
of used batteries according to your local regulations. IMPORTANT: Switzerland: Annex 4.10 of SR814.013 applies to batteries.

Batterie - Risque d'explosion si la batterie est remplacée par un type incorrect. Ne jetez pas les batteries au feu. s peuvent exploser.
Jetez les batteries usagées conformément aux réglementations locales. IMPORTANT: Suisse: l'annexe 4.10 de SR814.013 s'appliquent aux
batteries.

Grounding — To prevent damage to your equipment, connections that enter from outside the building should pass through a lightning /
surge protector, and be properly grounded. Use an electrostatic discharge workstation (ESD) and/or wear an anti-static wrist strap while
you work. In addition to the grounding terminal of the plug, on the back panel, there is another, separate terminal for earthing.

Mise a la terre — Pour éviter d'endommager votre matériel, assurez-vous que les branchements qui entrent a partir de l'extérieur du
batiment passent par un parafoudre / parasurtenseur et sont correctement mis a la terre. Utilisez un poste de travail de décharge élec-
trostatique (ESD) et / ou portez un bracelet anti-statique lorsque vous travaillez. Ce produit posséde une borne de mise a la terre qui est
prévu a l'arriére du produit, a ceci s'ajoute la mise a la terre de la prise.

This product has a separate protective earthing terminal provided on the back of the product in addition to the grounding terminal of the
attachment plug. This separate protective earthing terminal must be permanently connected to earth with a green with yellow stripe
conductor minimum size # 20 AWG and the connection is to be installed by a qualified service personnel.

Ce produit a une borne de mise a la terre séparée située a l'arriere de l'appareil, en plus de la borne de mise a la terre de la fiche de raccor-
dement. Cette borne de mise a la terre séparée doit étre connectée en permanence a la terre avec un conducteur vert avec la taille bande

jaune de minimum # 20 AWG et la connexion doit installée par un personnel qualifié.

Connect to NEC Class 2 power source
Connectez-vous a une source d'alimentation NEC Classe 2

10
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Regulatory Notices

Federal Communication Commission (FCC) - USA

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received; including
interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with
the limits for a Class A digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is

operated in a commercial environment. This equipment generates,

uses, and can radiate radio frequency energy, and if it is not in-
stalled and used in accordance with the instruction manual, it may
cause harmful interference to radio communications. Operation
of this equipment in a residential area is likely to cause harmful
interference, in which case the user will be required to correct the
interference at his own expense.

WARNING: Any changes or modifications to this product not
expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment

Innovation, Science and Economic Development
(ISED) - Canada

CAN ICES (A) / NMB (A)

This digital apparatus does not exceed the Class A limits for
radio noise emissions from digital apparatus set out in the
Radio Interference Regulations of the Canadian Department of
Communications.

Cet appareil numérique respecte les limites de classe A sur

les émissions de bruit radioélectrique provenant d’un appareil
numérique, telles que définies dans le Réglement sur le brouillage
radioélectrigue du ministére des Communications du Canada.

European Conformity (CE) - EU

This is a Class A product. In a domestic environment, this product
may cause radio interference, in which case the user may be
required to take adequate measures.

q3

Hereby, Fortinet, declares that this product is in compliance with
the essential requirements and other relevant provisions of Direc-
tive 2014/30/EU and 2014/35/EU.

Voluntary Control Council for Interference (VCCI) -
Japan

CORBIR. I AAMBTY. CORBEEERECHAT 2 L BHY
EEG SR T EBD N T,  OBE I EHH AEY) & x5 % 75
BEOBERSNBIEHHY £T.

VCCI—A

Bureau of Standards Metrology and Inspection (BSMI)
- Taiwan

The presence conditions of the restricted substance (BSMI RolS
table) are available at the link below:

IRAIAE AR (ROHS Table) FHFILAF #8hLTFik:

https://wew. fortinet. con/bsmi
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